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MANUFACTURING SUPPORT PROGRAM
Cross-cutting all manufacturing disciplines is the need for supporting information technology 
and processing capabilities.  The transition to 300 mm fabs, single-wafer lots, and the extensive 
use of foundries has made effi cient information handling and automation indispensable to the 
production process. Information technology touches nearly every aspect of semiconductor 
production and distribution, including process control, tool to tool interconnect, automated 
material handling and tracking, reticle management, and information interchange across the 
supply chain.  NIST is working with the International Semiconductor Industry Initiative 
(ISMI, a subsidiary of SEMATECH) to provide and maintain an on-line engineering statistical 
handbook to support process control, and is working with industry on standards required to 
support information fl ow across the “engineering chain,” and to provide standards for secure 
electronic diagnostic data.
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Technical Contact:
Y. Li

FACTORY TIME SYNCHRONIZATION STANDARDS 
DEVELOPMENT FOR E-MANUFACTURING

GOALS

The project’s objective is to facilitate the devel-
opment of standards and guidelines to achieve 
reliable clock synchronization and time stamping 
capabilities for supporting present and future e-
Manufacturing needs.  The project aims to educate 
the industry about the requirements, related issues, 
and potential solutions in regards to distributed 
precision clock synchronization.

CUSTOMER NEEDS

Increasing wafer sizes, decreasing critical dimen-
sions, and new material introduction all chal-
lenge higher initial yield, lower manufacturing 
costs, and time to market demands. Among the 
key issues driving the challenges are monitoring 
and maintaining surface uniformity, decreasing 
process tolerance windows, as well as increasing 
process and equipment complexity.  

Advancing next-generation semiconductor 
manufacturing will require data to be collected 
and analyzed from a rising confl uence of data 
streams, due to narrowing tolerance windows, 
new material introduction and novel process-
ing techniques.  Some of the pertinent sources 
include process equipments and their operational 
subsystems, in-line metrology, and factory envi-
ronmental conditions.  The retrieved data is vital 
for designing new processes, maintaining optimal 
equipment and processing capabilities, controlling 
the equipment, providing information for rapid 
yield learning, and expediting handoff of process 
technology for volume production. 

One of the projected near term Factory Integra-
tion difficult challenges in the International 
Technology Roadmap for Semiconductors (ITRS) 
is managing the increasing factory complexity 
which results in: 

“Explosive growth of data collection/analysis 
requirements driven by process and modeling 
needs...” 2005 ITRS Edition, Factory Integra-
tion, p. 3.

Managing the data proliferation will be critical in 
realizing the anticipated benefi ts of greater data 
accessibility.  Extrapolating intelligent correla-
tions from volumes of data in a timely manner 
requires a common, effi cient method of merging 
the data.  Accurate time stamps will become a key 

component in data quality for Advanced Process 
Control (APC) applications, especially in the 
realm of Fault Detection Classifi cation (FDC).  
Quality time stamps ensure the ability to precisely 
pin-point cause-effect relationships.

“A prerequisite to APC deployment is thus ac-
ceptable levels of data quality provided by the 
tool, metrology, and sensors. Data quality issues 
include availability, timeliness (of data capture 
and delivery), accuracy, resolution, freshness, and 
contextual richness (including time stamping).” 
2005 ITRS Edition, Metrology, p. 38.

With the advent of the Equipment Data Acquisi-
tion (EDA) interface where data collection rates 
can increase to 10,000 data points per second, one 
millisecond time stamp accuracy will be required.  
An inaccurate time stamp potentially renders 
the data invalid for many data mining and other 
analysis applications, yet there continues to be a 
wide variation in time stamping accuracies among 
semiconductor manufacturing systems.  A robust 
infrastructure to support accurate time stamps will 
provide the means to better exploit the increased 
data availability in next generation semiconduc-
tor manufacturing. Such an infrastructure will 
require clock synchronization of all the related 
local clocks in the manufacturing site including the 
clocks within the process and metrology tools. 

TECHNICAL STRATEGY

Through active participation in the SEMI Time 
Synchronization Working Group, this project 
will continue to investigate and document key 
industry requirements and work with industry and 
academia to develop effective guidelines and stan-
dards to facilitate deployment of distributed clock 
synchronization and accurate time stamping.  

The fi rst approach is to improve understanding 
of the latest developments in evolving distributed 
clock synchronization technologies, specifi cally 
in the mainstream protocols such as IEEE 1588, 
Precision Clock Synchronization Protocol for Net-
worked Measurement and Control Systems, and 
NTP, Network Time Protocol.  The semiconductor 
industry requirements have been presented to the 
IEEE 1588 group in order to leverage feedback 
on recommended practices.
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DELIVERABLES: Document semiconductor industry 
precision clock synchronization requirements for the 
IEEE 1588 committee.  1Q 2006

To expedite integration of time synchronization 
protocols into the equipment, standards will be 
necessary to make the tasks as effi cient as pos-
sible.  The SEMI Time Synchronization Working 
Group has also completed discussions in a sum-
mary of industry requirements in order to provide 
equipment suppliers and chip manufacturers with 
guidance of upcoming needs.  Equipment suppli-
ers would like to understand the key application 
needs in order to prioritize the design of their next-
generation tools to fi t industry timing require-
ments.  A review of current SEMI standards is also 
needed to mitigate confl icts with the upcoming 
time synchronization standard and gaps between 
current standards and new requirements.

DELIVERABLES: Review of current SEMI Information 
and Control Standards and document gaps with cur-
rent requirements and potential confl icts with upcom-
ing time synchronization standard.  2Q 2006

To enable accurate time stamping, it is imperative 
to have a reliable and accurate clock synchroniza-
tion methodology.  Research on practical applica-
tion and performance testing of the synchroniza-
tion protocols would determine the impact of vari-
ous computing factors (e.g., CPU usage, network 
traffi c, etc.) on distributed clock synchronization 
performance.  The Engineering Research Center 
at University of Michigan has been collaborating 
with NIST in conducting studies on the accuracies 
achievable with software-based time synchro-
nization protocols in industrial networks.  The 
work will have practical benefi ts in ensuring the 
potential solutions and new industry standards are 
feasible and effective in achieving accurate clock 
synchronization and data time stamping.

DELIVERABLES: Conduct research and document 
methodology, results and recommended practices on 
the impact of network node delays on IEEE 1588 pre-
cision clock synchronization performance.  4Q 2006

ACCOMPLISHMENTS 
A NIST internal report (NISTIR 7184) on 

“Semiconductor Factory and equipment Clock 
Synchronization for e-Manufacturing” was pub-
lished in December 2004.

The presentation on “Running Out of Time: 
Improvements Required in Current Semiconduc-
tor and Equipment Clock Synchronization for 
Supporting Future Real-Time Data Collection” 
was given at AEC/APC Symposium in September 
2004.

#

#

“Intricacies of Time: Demystifying Clock 
Synchronization and Time Stamping for e-Manu-
facturing” was presented at AEC/APC Sympo-
sium in September 2005.

“In Search of the Key to the Lock: Clock 
Synchronization Requirements in Semiconductor 
Manufacturing” was presented at the IEEE 1588 
Conference in October 2005. 

“Using Network Time Protocol (NTP): 
Introduction and Recommended Practices” was 
published as an ISMI Technical Report in Febru-
ary 2006.

“Legacy Standards Update: SEMI Standards 
Analysis to Meet Factory Time Synchronization 
Requirements” was presented at the SEMI Spring 
IEE TF meeting in March 2006.

Poster presentation on “New Industry Re-
quirements for Clock Synchronization and Time 
Stamping” was published at the European AEC/
APC Symposium in March 2006.

“Time Synchronization in Manufacturing 
Networks” at the Network Performance Work-
shop (University of Michigan) was presented in 
April 2006.

COLLABORATIONS
Harvey Wohlwend, Gino Crispieri, International SEMATECH 
Manufacturing Initiative

James Moyne, Engineering Research Center, University of 
Michigan Ann Arbor

Alan Weber, Alan Weber and Associates

#

#

#

#

#

#
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E-DIAGNOSTICS SECURITY

GOALS

The project strives to employ the latest web 
services security technologies for mitigating in-
creasing security risks of potential Internet-based 
application systems, such as e-Diagnostics.  As 
a proof of concept, the project aims to design a 
web-based framework that leverages available 
security technologies to ensure proprietary semi-
conductor process and equipment data would not 
be compromised.

CUSTOMER NEEDS

E-Diagnostics enables equipment suppliers to 
remotely monitor, maintain, diagnose, and repair 
tools on the factory fl oor.  Enabling a web-based 
application would provide greater fl exibility for 
equipment engineers to monitor or troubleshoot 
equipment on the manufacturing fl oor. With the 
convenience and economic advantages of being 
able to diagnose and resolve problems via the 
Internet come all the security challenges of the 
digital world.  The challenges in managing Inter-
net-based security have been a critical obstacle in 
using web services for e-Diagnostics.  However, 
the web services community has been striving to 
resolve security issues by developing technolo-
gies to expedite integration and management of 
security.  A web services security framework 
would provide an initial step towards realizing a 
web-based e-diagnostics system.  A framework 
infrastructure promotes interoperability and rapid 
integration of new security technologies to ease 
the management of dynamic security policies with 
the proliferation.  As cyber-based attacks become 
increasingly sophisticated, defenses must evolve 
to ensure intellectual property remain protected, 
and factory systems would be able to defend 
against attacks and have the mechanisms to rap-
idly detect and isolate security attacks. Security in 
factory integration systems has become one of the 
latest key focus areas for International Technology 
Roadmap for Semiconductors (ITRS): 

“Cyber infections such as viruses, worms and 
denial of services have made security a key 
focus area with the potential of disrupting fac-
tory operations due to downtime and reduced 
manufacturing productivity.” 2005 ITRS, Factory 
Integration, p. 17.

In addition to threats of viruses and worms, robust 
authentication and access control of legitimate us-
ers must be in place. The system should be readily 

managed to accommodate dynamic security poli-
cies.  Simplifying security management is a key 
practice in avoiding security loopholes. Therefore, 
in facing the proliferation of security threats and 
system vulnerabilities, the industry can benefi t by 
leveraging mainstream security tools to provide 
a robust line of defense against potentially costly 
threats to intellectual property and the continuous 
operation of factory systems.

TECHNICAL STRATEGY

The web services community has been striving to 
resolve security issues by developing technologies 
to expedite integration and management of secu-
rity.  The extensible Markup Language (XML) 
security suite provides a standard paradigm to 
manage access control in order to restrict who 
may and may not control the equipment remotely, 
encryption and signatures in order to protect the 
data and ensure against malicious attackers, and 
key management to ensure the encryption used 
is safe. These features work with web services 
transport systems such as Simple Object Access 
Protocol (SOAP) to further ensure the safety of 
the data passed in transit.  Leveraging the avail-
able standards in an effective manner can serve as 
a potential line of defense. However, employing 
XML-based standards alone are not suffi cient 
in implementing a secure framework. Security 
must be managed through careful interaction with 
factory systems, databases and networks, as well 
as the users accessing the factory systems.  With 
a plethora of choices available in implementing 
web-based security, it is imperative to select the 
key security concepts necessary to enable a robust 
yet simple web-based security infrastructure for 
the e-diagnostic environment.

DELIVERABLES: Research and document key web 
services security technologies to enable a web ser-
vices security framework and recommended practices.  
3Q 2006

Based on the needs of industry, a framework will 
be designed and implemented that allows for 
fi ne-grain access control to restrict unauthorized 
users from infi ltrating the system, while ensur-
ing legitimate users have convenient access to 
resources necessary to complete their tasks. The 
framework will include a method for logging 
each transaction to enable auditing of all those 
who accessed the system and track which ac-
tions were performed while a user was logged 

Technical Contacts:
Y. Li
K. Brady
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in. Additional information would also be readily 
extracted from the logs to establish a workfl ow 
for tracking equipment maintenance status via the 
Internet.  In order to strengthen the system, we 
will incorporate the current web-services security 
technologies available to encrypt messages and 
secure transportation of all sensitive information. 
The result of the project would be a prototype to 
demonstrate a secure web services framework for 
e-Diagnostics and other web-based applications 
in the semiconductor industry.

DELIVERABLES: Design, implement and evalu-
ate a web-based security framework and document 
results and recommended practices in using security 
technologies for web-based e-Diagnostic applications.  
4Q 2006

ACCOMPLISHMENTS 
Draft white paper on “Survey of Web Ser-

vices Security Technologies and Recommended 
Practices.”

Initial software undergoing development by 
NIST and ESIAL is available at: http://e-diagnos-
tics.sourceforge.net/.

COLLABORATIONS
École Supérieure d’Informatique et d’Applications de Lor-
raine (ESIAL)

Harvey Wohlwend, Gino Crispieri, International SEMATECH 
Manufacturing Initiative

#

#
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ENGINEERING CHAIN MANAGEMENT IN THE 
SEMICONDUCTOR INDUSTRY

GOALS

This project will investigate and document key 
issues related to electronic data exchange, supply 
chain communication, and other automation stan-
dardization needs confronting the semiconductor 
industry.  The objective of this project is to facili-
tate the evolution of an integrated semiconductor 
“Engineering Chain” which provides each partner 
with the data needed to make business decisions 
in a timely manner.

CUSTOMER NEEDS 
Increasing technological requirements has led the 
semiconductor industry to seek further means of 
cost savings by improving factory productivity, 
streamlining business models, and accelerating 
their supply chain.  The growing complexity of 
product development and manufacturing models 
in parallel with shrinking product lifecycles fur-
ther exacerbates the challenges the industry faces. 
Maximizing interoperability among automation 
systems in the factory and throughout the supply 
chain will become a greater issue for realizing the 
semiconductor industry’s hopes to reduce time, 
inventory, and therefore costs.

“It is expected that improvements in manufactur-
ing productivity will play an even greater future 
role in reducing time to money and getting the 
most out of factory investment.” 2004 Interna-
tional Technology Roadmap for Semiconductors 
Factory Integration (ITRS) Overview Update, 
p.52.

The transition to 300 mm fabs and single-wafer 
lots has challenged the semiconductor industry in 
nearly every aspect of production, such as: facil-
ity layout; the mix of R&D within a single fab; 
data analysis of small lots; tool to tool intercon-
nect; automated material handling and tracking 
of product, non-product wafers and reticles; the 
division of the production process across a part-
nership of foundries, designers, production sites, 
distributors and equipment manufacturers.  Chip 
manufacturers require greater visibility of end 
product demand to accurately schedule their fac-
tories, and require greater technical collaboration 
with designers, OEMs, and foundries to ensure the 
manufacturability of the product being designed 
today using the generation of equipment that will 
be installed once production starts.  

Cost of design is the greatest threat to continuation 
of the semiconductor roadmap. 2003 ITRS, p. 1.

According to the 2003 ITRS, design complex-
ity has been growing exponentially due to the 
increasing density and number of transistors to 
meet performance goals. Intellectual Property 
(IP) reuse helps companies get complex systems 
to market quickly by eliminating redundant design 
effort. Standard formats for IP specifi cations and 
tool interfaces for the design of a System-on-
a-Chip (SoC) would reduce time to market by 
eliminating the need for translations. Security 
mechanisms must also be incorporated to protect 
IP during transfers. 

An additional factor affecting design is the grow-
ing trend towards environmental legislation that 
seeks to protect the environment from hazardous 
substances.  An example of this new trend is 
the European Union’s Restriction of Hazardous 
Substances (RoHS) in electronics directive that 
seeks to reduce or eliminate six substances known 
to be hazardous to humans and the environment. 
This will result in a massive shift in the avail-
ability of parts as some components are removed 
from the marketplace while others are redesigned 
completely to remove the banned substances.  In 
addition to forcing product changes, the only way 
for companies to comply with such legislation 
will be to support the exchange of material com-
position information throughout the entire supply 
chain.  Complying with the new legislations will 
greatly add to the cost of design and can only be 
mitigated through the development of appropriate 
standards.

TECHNICAL STRATEGY

To help the industry achieve their goal of effective 
partnerships within an Engineering Chain, this 
project will engage in industry efforts that would 
benefi t from NIST’s neutrality, multi-industry 
expertise, and broad and detailed knowledge of 
the Information Technology (IT) standards de-
velopment process.  

DELIVERABLES: Chair the Product Lifecycle Informa-
tion Management (PLIM) TWG of the ITRS 2006 
Roadmapping Activity.  4Q 2006

Technical Contacts:
J. Messina
K. Brady
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Attendance at workshops, conferences, and stan-
dards meetings held by key organizations in the 
semiconductor community such as International 
SEMATECH (ISMT), Semiconductor Equipment 
Materials International (SEMI) and RosettaNet 
provides opportunities to assess current areas of 
IT standards development.  As the industry moves 
towards utilization of mainstream computing 
technologies including eXtensible Markup Lan-
guage (XML) and Simple Object Access Protocol 
(SOAP), the project also provides guidance in 
leveraging existing best practices from other 
industries and to promote collaborations among 
industry partners for mutual benefi t.

The investigation also includes an informal survey 
of semiconductor supply chain partners including 
designers, chip manufacturers, and equipment 
suppliers to gauge their existing practices, re-
quirements and priorities.  Site visits will provide 
an opportunity for key industry fi gures to share 
their vision of how IT standards would expedite 
advancement of new technologies and business 
models.

DELIVERABLES: Establish a working arrangement 
with ISMT and SEMI in order to identify top industry 
IT-standards related needs and develop potential solu-
tions to the current challenges based on cross-indus-
try solutions facing similar issues.  3Q 2006

As appropriate, the survey also provides an op-
portunity for providing insights and guidance 
from similar industry efforts in supply chain and 
equipment communication standards to facilitate 
existing standards developments.

In response to industry needs, the survey will 
validate internal NIST IT projects against the 
semiconductor industry’s requirements.  One po-
tential project is the Infrastructure for Integrated 
Electronics Design and Manufacturing (IIEDM). 
IIEDM has facilitated neutral XML-based stan-
dards development in the electronic exchange 
of technical and business data in the electronic 
components supply chain.  Similarities in chal-
lenges and technologies utilized may provide an 
opportunity for future collaborations. In addition, 
experience with standards development in various 
industries positions NIST to provide impartial 
cross-industry benchmarks for IT exchange 
strategies.

DELIVERABLES: Working with industry create a 
material declaration standard to assist industry with 
complying with the RoHS directive.  2Q 2006

ACCOMPLISHMENTS

Created a tutorial on how to improve the semi-
conductor standards development process through 
the use of XML and UML.  This tutorial has been 
taught as a class at both NIST and various SEMI 
standards workshops.  

Assessed the current and future direction of 
IT use in semiconductor and mask manufacturing. 
Site visits conducted at four IC manufacturers, one 
design house, and one photomask supplier.

NIST has been co-leading the Engineering 
Chain Management sub-team of the ITRS Factory 
Information and Control Systems team. Initial ef-
forts are being made to determine the scope and 
identify the challenges of creating an effective 
Engineering Chain.

Surveyed current standards development 
activities in semiconductor manufacturing and 
potential NIST roles in various task forces by 
participating in a variety of standards activi-
ties.  Diagnostic Data Acquisition (DDA), XML, 
Process Control System (PCS), and Equipment 
Engineering Capabilities (EEC) are possible areas 
where NIST can play a future role.  Leveraging use 
of mainstream technologies appears to be widely 
accepted. Data acquisition standards, including 
issues of data modeling, speed, bandwidth, quality 
and integrity, have become critical in advancing 
e-manufacturing efforts.  Follow-up discussions 
with members of SEMI and ISMT indicated 
interest in enlisting NIST expertise and contacts 
to leverage best practices from other industries 
on specifi c issues such as XML-based standards 
development for manufacturing, timing and syn-
chronization of equipment data, as well as data 
security issues.

COLLABORATIONS
Alan Weber, Alan Weber & Associates

ITRS Factory Integration Technical Working Group

SEMI XML Task Force

SEMATECH 

#

#

#

#
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NIST/SEMATECH E-HANDBOOK OF STATISTICAL 
METHODS

GOALS 
The goal of the NIST/SEMATECH e-Handbook 
of Statistical Methods project is to produce an 
online resource to help scientists and engineers 
incorporate statistical methods into their work 
more effi ciently.  Electronic publication and a 
practical, example-driven format were chosen 
to make the e-Handbook readily accessible to its 
target audiences in industry, including the semi-
conductor industry in particular. 

CUSTOMER NEEDS

Semiconductor manufacturing requires extraordi-
nary discipline in process control.  For example, 
a typical integrated circuit manufacturing process 
involves several hundred steps. These steps may 
include as many as thirty lithographic levels, 
which require extremely precise alignment with 
respect to one another. Tight process control is 
essential to produce a functional circuit.  SEMAT-
ECH has recognized the importance of statistical 
process control in semiconductor manufacturing 
and has developed and maintained expertise in this 
fi eld since its inception in 1988.  Two of the more 
diffi cult issues impeding routine implementation 
of these techniques, however, include educating 
the users and making the tools easy to use.

TECHNICAL STRATEGY

NIST and SEMATECH formed a collaboration 
under the umbrella Cooperative Research and 
Development Agreement (CRADA), combining 
the general expertise in engineering statistics 
at NIST with the semiconductor manufacturing 
expertise resident at SEMATECH (Fig. 1).

DELIVERABLES: Update and maintain the 
e-Handbook on-line, and continue to distribute the 
e-Handbook on CD for off-line use. 4Q 2006

ACCOMPLISHMENTS 
Since release of the fi nal version, work has fo-
cused on publicizing the e-Handbook, responding 
to user feedback, and developing a compact disk 
version for off-line use (Fig. 2). The web version 
of the e-Handbook averages approximately 1 mil-
lion hits per month and over 8,000 e-Handbook 
compact disks have been distributed to industrial, 
government, and academic users all over the 
world over the last two years.  Publicity on the 
e-Handbook has appeared in Science, Quality 
Digest, MicroMagazine.com, States News Service, 

National Science Digital Library Report for Math, 
Engineering, and Technology, and American 
Statistician.

COLLABORATIONS 
International SEMATECH, Paul Tobias, Jack Prins, Chelli Zey; 
project planning, organization, writing and editing.

AMD, Barry Hembree; project planning, organization, and 
writing.

Motorola, Pat Spagon; project planning, organization, and 
writing.

Figure 1.  NIST e-Handbook of Statistical Methods 
team (left to right, Alan Heckert, Mark Reeder, Will 
Guthrie, and Carroll Croarkin) reviewing a page 
from the chapter on product reliability.

Figure 2.  Page from a case study in the process 
modeling chapter of the Handbook.

RECENT PUBLICATIONS 
NIST/SEMATECH e-Handbook of Statistical Methods, M. 
Carroll Croarkin and Paul Tobias, editors, http://www.nist.
gov/stat.handbook/.

“I reviewed the e-Hand-

book on the net and I am 

very impressed with the 

content, organization 

and consolidation of the 

statistical methods.”
Jack Lewis
Microchip Technology Inc.

Technical Contacts:
W. F. Guthrie
A. Heckert
J. J. Filliben
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